MUHUCTEPCTBO HAYKHU U BBICHIETO OBPA3OBAHU A
POCCHUIMCKOI ®EJIEPALINN
denepanbHOE TOCYIaPCTBEHHOE OIOIKETHOE 00pa30BaTeIbHOE YUPEKACHUE
BBICITIIETO OOpa30BaHUS
MOCKOBCKWI TOCYIAPCTBEHHbBI YHUBEPCUTET
I'EOAE3UN U KAPTOI' PAOUU
(MUUT'AuK)

®dakynbTeT reonH()OPMATUKH ¥ HHPOPMAITMOHHOM 0€301MacHOCTH
Kadenpa nandopmarimoHHO-U3MEPUTETBHBIX CUCTEM

' % JTOKYMEHT MOJAMUCAH

%\; MIEKTPOHHOI NOANHUCHIO «YTBEPXIAIO»
Cepruduxar: 5387FD2AF5B17FED816FDE9A 1D4973B1 IIpopekrop
Brnanenen: Crenanuenko Anekceii Jleonnnosua A. JI. CternanuyeHKO
JHetictBurenen: ¢ 21.07.2025 o 14.10.2026 16 (beBpaJISI 2024 T

PABOYASI IPOTPAMMA JTMCHUTIJIMHBI (MOIYJIS)
METO/bI U CPEJCTBA OBECHEYEHHUSI THOOPMALIMOHHO BE3ONNACHOCTH

«B1.0.19.01 OCHOBbI HH®OPMAIIMOHHOM BE3OITACHOCTH»
YpoBeHb BhICIIET0 00pa30oBaHUs: OakajJaBpuaT

Hamnpasnenue noarorosku: 10.03.01 Mudopmanrionnast 6€30MacHOCTb

Hampasnennocts(nipoduiip) moarotoBku: OpraHu3amus ¥ TEXHOJIOTHS 3aIIUThl HH(pOpMaIun

KBanudukanus (cTerneHb) BEITYCKHUKA: OaKaJaBp
®dopma oOyueHHUs: OUHAs
I'on Habopa (mpuema Ha oOydenue): 2024

Cpox nosrydeHus: 00pa3oBaHuUs: 4 rona

O0beM: B 3a4ETHBIX SAUHUALIAX: 3 3.€.
B akajeMuyeckux yacax: 108 ak.u4.

Mocksa, 2024
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Pa3padoruukmu:
[Tpenonasarens kadenpsl MHGOpMAIIIOHHO-U3MEPUTEIBHBIX CUCTEM
ITyunn B. A.
ITpenonasarens kadenpsl MHGOpMAIIOHHO-U3MEPUTEIBHBIX CUCTEM
ITuckapes A. /1.

Pabouas mporpamMma IMUCHMIUIMHBI (MOIYJsI) COCTaBI€Ha B COOTBETCTBUH C TpeboBaHusmu OI'OC
BO mno nampasnenuto moxaroroBku 10.03.01 Mudbopmammonnas 0e30MacHOCTh, YTBEPKICHHOTO
npukazoM MunoOpnayku ot 17.11.2020 Ne 1427

CormnacoBaHue U yTBEPKACHUE

OTBETCTBEHHOE ara, IPOTOKOJI
Ne | [Togpaznenenue OUO Buza A p
JIALIO (Ipu HaNMUYUN)
1 taxymbrer [Ipencenarens Marepyxus A. B. Paccmorpeno | 14.12.2023, Ne
Teonnopmarikn u | yyeyoro cosera 7-23
HHGOPMAITMOHHOM
6e3omacHOCTH (axynbrera
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Conepxanue
1. Lenp u 3amaun 0OCBOCHUSI TUCIIMIUIAHBI (MOTYJIS)

2. I[lnanupyemsble pe3yabTaThl 00yUeHUs MO JUCIUILTUHE (MOIYJIIO0), COOTHECEHHBIE C
IUTAHUPYEMBIMH pe3yJabTaTaMu OCBOCHUS 00pa30BaTeIbHON MPOrpPaMMBbI

3. Mecto mucuumiausbl B cTpykrype Ol

N

. O0beM TUCIMIUIMHBI U BUBI YI€OHOU pabOTHI

9]

. Coneprxanue AUCHUTIINHBI
5.1. Paznensl, TeMBI TUCHUMILIMHEI ¥ BHALI 3aHITHI
5.2. ConepxaHue pa3aesioB, TeEM AUCITUIUTHHBI U (POPMBI TEKYIIIETO KOHTPOJIS

6. O1eHOYHbIE MaTepUAIIbl TEKYIIIETO KOHTPOJIS

7. O1eHOYHbIE MaTepUAIIbl TPOMEKYTOUHOM aTTECTAI[UU

o0

. Ilopsimok npoBeneHus: MPOMEKYTOUHOM aTTeCTallun

9. MarepualbHO-TEXHHUYECKOE U yUeOHO-METOANYECKOe 00ecieYeHIE TUCIUTUIUHBI

9.1. IlepeueHb OCHOBHO¥ ¥ JIOMIOJHUTEIHLHON YUeOHOM JTUTEPATyPhI

9.2. IlpoeccuonanpHbie Oa3bl JAHHBIX U pecypchl «THTEpHET», K KOTOPHIM 00€CIIEYNBACTCS
JOCTYTI 00yJarOIINXCS

9.3. IlporpammHoe obecriedeHre 1 HHGOPMAITMOHHO-CIIPABOYHBIC CUCTEMBbI, UCIIOJIb3YEMBIE TIPH
OCYIIECTBIIEHUU 00Pa30BaTEIBHOIO MpoIiecca 1Mo AUCHUTIINHE

9.4. O60opynoBaHKE U TEXHUYECKHUE CPEACTBA OOYUCHUS

10. MeToauveckue yka3aHus IO OCBOCHHIO JUCITUTUTMHBI (MOJTYJIS)
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1. Heab 1 3a1a4um 0CBOEHMSI TUCUMUIIIMHBI (MOLYJIs1)

Llenp OCBOEHHUS MUCHMIUIMHBI - MpUOOpeTeHue OOydyalolMMUCS 3HaHUW B 0OJIACTH
MH(POPMALMOHHONW 0€30MacHOCTH, CO3JJaHUE TEPMHUHOJIOTUYECKUI (yHIaMEHT U O3HAKOMIICHHE C
O0IIMMHU METOJaMH U MOIXoJaMu o0ecrieyeHuss MHPOPMALMOHHOM O€30MaCHOCTH.

3aauu N3y4eHHs TUCIUIUIAHBL:

- pacCMOTpPEHHE OCHOBHBIX METOMIMK U MOAXOI0B oOecreueHus] nH(HOpMaMOHHON 0€30MacHOCTH B
pamMKax COBPEMEHHBIX aBTOMAaTH3UPOBAHHBIX CHUCTEM;

- 3dKPBITUC TMMPUHIMUIIOB IMOCTPOCHUA 3alIUIICHHBIX I/IH(I)OpMaLII/IOHHBIX CUCTCM U MNOAACPIKAHUA
IIOACUCTCMBI 3alllUThI I/IH(I)OpMaL[I/II/I B aAKTYaJIbHOM COCTOSIHHU,

- pacCMOTpEeHHE OCOOCHHOCTEN pean3alui O0IMIUX METOIUK 3aIUThl HH(POPMALIUU HA PA3IMYHBIX
aTgopmax.

2. [Inanupyempble pe3yJbTaThl 00y4YeHHs 10 TUCUUIIMHE (MO1YJ/II0), COOTHECEHHbIE C
IVIAHMPYEeMBbIMHU pPe3y/1bTaTaMHU 0CBOEHHsI 00pa30BaTe/IbHON NPOrpaMMblI

Komnemenyuu, unouxamopul u pe3yniomamul 00y4eHus

OIIK-1 CmnocobeHn oneHuBaTh poib  HHPOpMAIMK, HWHGOPMAIMOHHBIX  TEXHOJOTUHA |
nH(pOpMAITMOHHOW 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE, WX 3HAYCHHE ISl 00ECTICUCHUS
00BEKTUBHBIX TOTPEOHOCTEN JIMYHOCTH, OOIIECTBA U TOCYIapCTBA

OIIK-1.1 IlpumeHsieT 3HaHUSI MAaTEMATUKX B MHKEHEPHON MPAKTHKE MTPU MOACIMPOBAHUU
3Hamo:

OIIK-1.1/31]1 oCHOBBI MareMaTH4ecKOro aHajau3a M MOJAEIHPOBAHUS, UCIIOIb3yEeMbIe B
UH(POPMAITMOHHON 0€30MaCHOCTH

OIIK-1.1/3H2 mpWHIMITEI TEOPETUYECKOTO W IKCIEPUMEHTATHHOTO UCCIICIOBAHUS IS
OIIEHKH 0€30MacHOCTH WH(OPMAITMOHHBIX CUCTEM

Ymems:

OIIK-1.1/¥YM] mpumeHSATh MaTeMaTHUYECKHWE METONbI JJIsS aHajlu3a W OIEHKH PUCKOB
nH()OPMAITMOHHON 0€30MTaCHOCTH

Braoems:

OIIK-1.1/HBl wuHCTpyMEHTaMH MaTe€MaTH4YeCKOro aHaJlu3a W MOACITHPOBAHUA IS
pernieHus 3a1a4 nHGOPMAITMOHHOM 0€301macHOCTH

OIIK-1.1/HB2 MeTomamMu TpPOBENEHUS TEOPETUYECKHUX M  SKCIEPUMEHTAIBHBIX
UCCIIeIOBaHU B 00JacT MHPOPMAITMOHHON 6€30MaCHOCTH

OIIK-1.2 ITpuMeHsieT 3HaHUS €CTECTBEHHBIX HAYK B MH)KEHEPHOM MPAKTUKE
3uamo:

OIIK-1.2/311 oCHOBHBIC 3aKOHBI M KOHIIEHIIUH C€CTECTBEHHBIX HAyK, MPUMEHHMBIC K
nH()OPMAITMOHHON 0€30MTaCHOCTH

Ymems:

OIIK-1.2/¥Mm] ucnons30BaTh €CTECTBEHHOHAYYHBIC 3HAHUS IS aHAIM3a YS3BUMOCTEH B
UH(POPMAITMOHHBIX CUCTEMAaX

Braoems:

OIIK-1.2/HB1 MeTomaMu HHTETpAIMN €CTECTBEHHOHAYYHBIX 3HAHUH JJI PEIICHUS 3a]1a9
nH()OPMAITMOHHON 0€30MTaCHOCTH

OIIK-1.3 IlpumensieT oOIeHHKEHEPHBIC 3HAHNS, B MH)KCHEPHON JCATEIHHOCTH
3Hamo:

OIIK-1.3/3u]1 mnpunmmnel pa®OThl WHXEHEPHBIX CHCTEM, CBS3aHHBIX C 3aIIUTOU
UHPOpMAITIH
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Ymemo:

OIIK-1.3/YM] npuMeHSTHh OOIIEHMHKEHEPHBIE TPUHITUIIBI TIPH pa3pabOTKE U BHEIPCHUHU
CHUCTEM 3allluThl HUH(pOpMaLuu

Braoemy:

OIIK-1.3/HB1 HaBbIKaM# MEXIUCIUILTMHAPHOTO MOAX0AA K 3alIUTE HHPOPMAITIH

3. Mecto aucuumimHbl B cTpykrype OII

Huctummza (Monynb) b1.0.19.01 «OcHoBel uH(pOpMAIMOHHON 0€30MacCHOCTH» OTHOCUTCS K
o0s13aTeNbHOI yacT 00pa30BaTeIbHOM MporpaMMBbl U U3ydaeTcs B cemectpe(ax): 1.

B npoumecce wu3yyeHMs JOUCHMIUIMHBI CTYAEHT TOTOBUTCA K PpEUIEHMIO THUIOB 3ajad
npodecCHOHAIBHOW  AeaTenbHOCTH, mnpenycMmorpeHHbix @OI'OC BO wu  obpasoBarenbHON
IIPOrpaMMON.

4. O6beM aMCUMIJIMHBI (MOYJIs1) M BUABI Y4eOHOI padoThI
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(36)
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5. Conepxxanue 1M CUUILTAHBI (MOLYJIS)
5.1. Pa3gennl, TeMbl AMCUUILIMHBI M BUABI 3aHATHH
(4acel MPOMEXYTOYHOM aTTECTALIMU HE YKA3bIBAOTCSI)

E o
< 5}
= H =
= & 8w
= |E g |55
® = g 5 00
an e 5o Q
< < = o QM
AEER NI E
HaumenoBanue pazzena, TeMbl 2 2 2128 5
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= =) 4 o T 5 5 2
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Pa3gen 1. Undopmanuonnas 16 8 8 OIIK-1.1
0€30IaCHOCThH B CHCTEMe OIIK-1.2
HAIIMOHAJILHOM 0€30MacHOCTH OIIK-1.3
Poccuiickoit ®enepannu
Tema 1.1. HartmonaneHas 4 2 2
OesomacHocTh Poccuiickoii
Qenepanuu
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Tema 1.2. OcHOBBI
rOCYIapCTBEHHOM MOJTUTUKHU U
yTpo3bl OE30MMACHOCTH
Poccuiickon ®@enepanuu B
MH(POPMALIMOHHOM cdepe

Tema 1.3. OCHOBHBIE TTIOHSITHSA U
0011IeMETOIOIOTUYECKHE
MPUHIUIIBI TEOPUHU
MH(POPMALMOHHOM 0€30MaCHOCTH

Tema 1.4. IlonsiTie ¥ BUOBI
3anIaeMoi napopmManuu

Pasnen 2. UngopmanuonHas
BOWHA, METObI M CPEACTBA ee
Be/ICHUA

12

Tewma 2.1. [loHsiTHE ¥ BUIBI yTPO3
nH(pOpMaITMOHHOM 0€30MTaCHOCTH

Tema 2.2. UndopmarnmonHas
0€301acHOCTb U
nH(pOpMaITMOHHOE
MIPOTUBOOOPCTBO

Tema 2.3. OGecnieuenue
nH(pOpMaAITMOHHOM 0€30MTaCHOCTH
00BEKTOB MH(OPMAITMOHHON
cdepbl rocynapcTsa B YCIOBHUIX
nH(pOpPMAITMOHHOW BOWHBI

OIIK-1.1
OIIK-1.2
OIIK-1.3

Pasnen 3. O6ecneuenus
HH(GOPMALMOHHOM
0€30MACHOCTH KOMIIBIOTEPHBIX
cucTemM

44

20

20

Tema 3.1. Mertoasl U cpeacTa
obecnieueHunst MHGOPMAITMOHHOM
0€301acCHOCTH KOMITbIOTEPHBIX
CUCTEM

Tema 3.2. MexaHU3MBI 3aIATEI
nHpopmaIuu B
ABTOMAaTHU3MPOBAHHBIX CHCTEMaX

Tema 3.3. ®opmanbHbIE MOAEIN
0€301acHOCTH
aBTOMAaTH3UPOBAHHBIX CUCTEM

Tema 3.4. OcobeHHoCTH
JUCKPEIMOHHON U MaHIaTHOU
Mozeii 0e30I1aCHOCTH

Tema 3.5. MeToab!l 1 KpUuTepuu
OLICHKH 3aIIUIIEHHOCTH
KOMIIBIOTEPHBIX CUCTEM

Tema 3.6. PykoBogsiue
nokyMeHTsl @CTOK Poccun
(I'ocrexxomuccun)

Tewma 3.7. 3amura unpopmanumu,
obOpabaTsiBaeMoii B
aBTOMATU3UPOBAHHBIX CHCTEMaX
OT TEXHUYECKUX Pa3BEIOK

OIIK-1.1
OIIK-1.2
OIIK-1.3

Hroro

72

34

34
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5.2. Conep:kanue pa3aeyoB, TeM JUCHHUILUIAH U (DOPMBI TEKYIIEr0 KOHTPOJIS

Pazoen 1. Hugpopmauuonnas 60e3onacnocms 6 cucmeme HAYUOHATIbHOU 0e30nacHocmu
Poccuiickoii @edepayuu

Tema 1.1. Hayuonanvnas 6ezonacnocms Poccutickou ®edepayuu

[TonaTne HanMoHaIBbHOW O€30MACHOCTH M ee 3HaYeHHe U rocyaapcTBa. Ponb mHopManmoHHOR
0€30MacHOCTH  KaK  COCTaBJISIONIEH  HalMOHAaIbHOM  Oe3omacHOCTH. (OCHOBHBIE  YIpO3BI
HaIMOHAJIbHOW Oe3omacHOCTH B HMH(pOpManMoHHON cdepe. Buapl Ge3omacHOCTH B Pa3IMYHBIX
cdepax KU3HEeIEATSTbHOCTH JIMYHOCTH, O0IIECTBA M FOCY1apCTBa.

Tema 1.2. OcHosbl 2ocyOapcmeeHHO noTumuKy u yeposvl bezonachocmu Poccutickou @edepayuu 6
uHgopmayuonroll cghepe

TocynapcTBeHHast MOMUTHKA B 001acTH MH(GOpMAMOHHOM Oe3omacHOocTH. OCHOBHBIE HAIPABICHHUS
u 3amaun  olecrmeyeHHs HMH(POpPMAIMOHHON 0€30MacHOCTH Ha TOCYIApPCTBEHHOM YpPOBHE.
CoBpemeHHble yrpo3bl Oe3omacHOCTH B HH(popManuoHHON cdepe: Kubeparaku, yTEUKH
uHpopmanuy, HHPOpMAIMOHHBIE BOWHBL.  [IpoOmembl  permoHanbHON — MHPOPMAITMOHHON
0€301acHOCTH.

Tema 1.3. OcHoenble noHsmusi u 06WeMeENMOO0I02ULECKUEe NPUHYUNLL MeOpUU UHDOPMAYUOHHOLL
bezonacnocmu

[Tonatue wHPOPMALMOHHOW O€30MaCHOCTH, OOBEKTHI W CyObEKTHl 3amUThL.  [IpUHIKIBI
KOH(UACHIMAIBHOCTH, LIEJIOCTHOCTH U JIOCTYHHOCTH WH(popMauuu. MeToq0I0rn4ecKue OCHOBBI
aHamu3a yrpo3 MW TIOCTPOCHHS cHCTeM 3amuTbl. OCHOBHBIE TOHATHA HH(POPMAITMOHHON
0€301acHOCTH.

Tema 1.4. Ilonamue u 6uovl 3awuwaemor uHpopmayuu

Knaccudukanus wHbOpManmu 1O CTENEHH CEKPETHOCTHU: OTKpBITast, KOH(MUICHIIUATbHAS,
rocygapcTBeHHas TaiHa. Bumbl wHbOpmanmu, TpeOyromeil 3amuThl: MEepPCOHAIBHBIC aHHEBIE,
KOMMEpYecKasi TaifHa, TOCYIapCTBEHHas TaiiHa. Buael 3ammmaemMoid wHOOpMaUu ¥ 3amiuTa
WHTEJUICKTYaJIbHON COOCTBEHHOCTH.

Pazoen 2. Hugpopmayuonnas eoitha, memoovt u cpeocmea ee 6e0eHus

Tema 2.1. I[lonamue u uovl yepo3 uHghopmayuoruot 6e3onacHocmu

Onpenenenve MHOOPMALMOHHBIX YIpo3. BuIbl yrpo3: HECaHKIIMOHMPOBAHHBINA JOCTYM, YTEuKa,
UCKaXXeHHE, YHUUYTOKeHNEe HHPopMauu. VICTOUHHNKH yrpo3: BHEIIHUE U BHYTPEHHUE HAPYLIUTENH,
TEXHUYECKHE W TMPOTPAMMHBIC CpEICTBa. YTpo3bl MH(OpMAIMOHHOW Oe3omacHocTn Poccuiickoi
®denepanuu B pa3inuHbIX cepax.

Tema 2.2. Ungopmayuonuas 6e3onacHocms u UH@GOpMayuoHHoe NPOmusooopcmeo
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[Tonatne WHPOPMAIIMOHHOTO MPOTHBOOOPCTBA KaKk 4YacTh WH(POPMALMOHHOM O€30MacHOCTH.
Mertonsl u cpeactBa HMH(OPMAIIMOHHOTO BO3ACUCTBHS W 3amuThl. Poiab HHGOpPMALMOHHBIX
TEXHOJIOTM B COBPEMEHHBIX KOH(IUKTaX. MeTtoabl HMH(OPMAIMOHHOTO MPOTHBOOOPCTBA H
pUMEHEHHE UHPOPMAITMOHHOTO OPYKHUSI.

Tema 2.3. Obecneuenue unghopmayuonuol 6ezonacHocmu 00beKmos UHGOPMAyUOHHOU chepbl
20cyoapcemaea 8 yCio8usx UHGOPMAyYUOHHOU BOLHbI

Oco0eHHOCTH 3alIUTHl MHPOPMALIMH B YCIOBHIX HH(POPMAIIMOHHON BOWHBI. Mepbl 110 00ecTieueHuIo
YCTOMYMBOCTH TOCYIApPCTBEHHBIX MH(POPMALMOHHBIX cUCTeM. OpraHu3aliOHHBIE U TEXHUYECKHUE
MOAXO/Abl K MPOTHUBOACHCTBHIO MH(POPMAIIMOHHBIM aTakaMm. KommbroTepHas cucreMa Kak OOBEKT
MH(POPMALMOHHOM BOMHBI.

Pa3zoen 3. Obecneuenusn unpopmayuoHHoU 0€30NACHOCMU KOMNbIOMEPHBIX CUCHEM

Tema 3.1. Memoowl u cpeocmea obecneuenus UHGOPMAYUOHHOU OE30NACHOCU KOMNbIOMEPHBIX
cucmem

TexHonmoruu 3ammThl UHPOPMAIUK: KpUNTOrpadus, KOHTPOIb AOCTYIA, aHTHBHPYCHBIEC CPEICTBA.
Mertonpl ayTeHTUGUKAIIMKA U WACHTH(QHUKAINN ToIb30BaTenei. [IporpaMmMmHoO-anmapaTHeie cpencTBa
obecrnieueHnst HHPOPMAITMOHHOM O€30TTaCHOCTH.

Texymui KOHTPOJIb
Bun (hopma) konTpOss

TectupoBanue

Tema 3.2. Mexanusmol 3auumsl uHGopmayuu 8 AaBMOMamu3UpOBaAHHbIX CUCEMAX

OcHOBHBIE MEXaHM3MBbI: pasrpaHUYEHUE JIOCTYyIMa, MH(poBaHUE, MEKTPOHHAs HHU(POBask MOAIHUCH.
CpencrBa KOHTPOJS LEJIOCTHOCTH M KOH(UACHUMAIBHOCTH JAHHBIX. [IpHHIMIBI MOCTPOCHHS
3alIUIIECHHBIX aBTOMATU3UPOBAHHBIX CHUCTEM. MeXaHU3Mbl 3alIUThl MH(OpMAIMKA KOMIBIOTEPHBIX
CHCTEM.
Texymui KOHTPOJIb
Bun (hopma) konTpoms

TectupoBanue

Tema 3.3. @0pMaJZbel€ Mooenu bezonacrocmu asmomamu3upo6arHblx cucmem

Mopnenu 6e30macHOCTH: JUCKPELMOHHAs, MaHAaTHasA, pojeBble moxenu. dopmanusanus MpaBuil
JOCTyIla U yIpaBJeHHUsl IpaBaMu IMojb3oBareneil. [I[pumMenenne Monaenen Juisi OUEHKH U MOCTPOCHUS
cucTteM 0€30IIaCHOCTHU.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.4. Ocobennocmu OUCKPEeYUOHHOU U MAHOAMHOU MOOelU Oe30nacHOCmU

JluckpenroHHasi MOJENb: YIpaBlieHHE JOCTyIIOM Ha OCHOBE TMpaB Biajeibla HH(OpMaIUU.
ManpgarHass MoOfenb: YIpaBlI€HHWE JOCTYIIOM Ha OCHOBE YPOBHEHW CEKPETHOCTH M IOJUTHUK
6e3onacHoCcTH. CpaBHUTEIBHBIN aHAIM3 U 00IACTH MPUMEHEHHS MOJIEIICH.

Texymui KOHTPOJIb
Bun (hopma) konTpoms
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TectupoBanue

Tema 3.5. Memoovl u Kpumepuu oyeHKU 3auutyeHHOCMU KOMIbIOMEPHBIX CUCTEM

Kputepun onenku Oe3omacHOCTH: KOH(DHUIEHIIMAIBHOCTh, LEIOCTHOCTh, AOCTYMHOCTh. MeTombl
TECTUPOBAaHUS H ayauTa cucteM Oe3zonmacHocTd. CraHmapThl W KiIacCUUKAIUs ypOBHEH
3aNIUIICHHOCTH.

Texyuuii KOHTPOJIb
Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.6. Pyxosooawue ookymenmor @CTIK Poccuu (I ocmexxomuccuu)

OcHoBHble HOpMaTuBHBIE akThl W craHAaptel OCTOK mo wuHboOpManmnoHHON O0€30MacHOCTH.
TpeboBanus k 3ammure UH(GOpPMALMK B TOCYIapPCTBEHHBIX U KOMMeEpUYeCKuX cucremax. lIponemypbl
cepTuUKaMM M aTTeCTallMM CpelacTB 3amuThl HHpopmauuu. CTaHAapThl MO  YIPaBICHUIO
nHpopmarmonHoii 6ezonacHocteio ISO/IEC 27000.

Tema 3.7. 3awuma ungpopmayuu, obpabamvieaemon 6 a8mMoMaAMu3sUPOSBAHHBLIX CUCMEMAX OMm
MexXHU4ecKUx pazeedox

MeToab! 3alUThl OT TEXHUYECKON pa3BEIKU: SKpaHUPOBAaHUE, TOMEX03alIUTa, KOHTPOJIb JOCTYTIA.
OpranuzalluOHHbIE U TEXHUYECKHWE MEphl MpenoTBpalieHus yredek uHpopmanuu. OcoOeHHOCTH
3alUTHl B YCJIOBHUSX COBPEMEHHBIX TEXHMYECKHX YIrpo3. 3alluTa aBTOMAaTU3HPOBAHHBIX CHUCTEM U
CPEICTB BBIYUCIUTEIHLHON TEXHUKH OT BHELTHETO IEKTPOMArHUTHOTO BO3ACHCTBHUS.
Texyuuii KOHTPOJIb
Bun (hopma) koHTpOIIS

TecTtupoBaHue

6. Ilopsaok nmpoBeeHsI MPOMEKYTOUYHOM aTTeCTALUMN

[lopsnox mpoBeeHMsT NPOMEKYTOUHOM  arTecTallud  PENIaMEHTHPYETCS  JIOKaJIbHBIMU
HOpMaTHBHBIMU aKTaMU YHHUBEpPCUTETA:
- Ilonoxenuem o Qopmax, NEPUOJUYHOCTH, TOPAIKE TEKYIIEro KOHTPOJS YCIIEBAEMOCTU H
NPOMEXYTOYHOM aTTecTaui OOy4aroIuXcsi 10 OCHOBHBIM 00pa30BaTelIbHBIM IpOrpaMMaM
BBICIIIETO O0pa3oBaHMsA — MporpaMmaM OakajiaBpuaTa, HMporpaMMaM CHEIHAIUTETa, MporpaMmmamM
MarucTpaTypbl B QenepaJbHOM TOCYIapCTBEHHOM OIODKETHOM 00pa30BaTeIbHOM YUPEKIACHUU
BbICIIEr0 00pa3zoBaHus «MOCKOBCKHI TOCYJapCTBEHHbIM YHHBEPCUTET T'€OE3UU U KapTorpadum,
1.6 «Opranu3zanus 1 NpoBeIeHUE MPOMEKYTOUHOM aTTECTALUN.
- TlonoxxeHneM O MOpPSAKE OCYLIECTBICHHS 00pa30BaTEIbHOTO IMPOLECCa, MPOBEICHHUS TEKYIIEro
KOHTPOJII YCIIEBAEMOCTH U TPOMEXKYTOUHOW arTecTalmuyd OOydalomMxcs C INPUMEHEHHEM
SNIEKTPOHHOTO OOyYeHHUS W AMCTAHIMOHHBIX OOpa30BaTENIbHBIX TEXHOJIOTUH B (eaepaibHOM
TOCYIJapCTBEHHOM  OIO/[DKETHOM  00pa30BaTebHOM  YUPEXKACHWU  BBICIIETO  0Opa30BaHHA
«MOCKOBCKHMI TOCYIapCTBEHHBI YHUBEPCUTET Teofe3uu u Kaprorpadpum», mn.8 «IIpoBenenue
IIPOMEXKYTOYHOM arrectauuu ¢ npuMmeHenuem 20 u JOT».

Ilpomesxcymounas ammecmayus.: Ixk3amen, 1 cemecmp.

DK3aMeH OLIEHUBAETCS [0 MMATHOAIIHFHON HIKAJIE:

- 3a4TEHO C OLEHKOW «OTJIMYHO» BBICTABISCTCS, €CIM OOydYarolmuiics HuMeeT DIyOoKue,
MCYEPIIBIBAIOIINE 3HAHUS B O00ObEME OCBOCHHOW INMPOTpaMMBI; 3HAHHE OCHOBHOW (00s3aTeNIbHON)
JUTEpaTypbl; JaeT MpaBUIbHBIE M YBEPEHHbIE OTBETHI, CBUJETEILCTBYIOIINE O HAJIWYUHM TBEPABIX
3HAHUW U HaBBIKOB B HCIOJIb30BAaHMM TEXHUYECKUX CPEACTB; IMOJHOE, YETKOe, I'PaMOTHOE U
JIOTUYECKH CTpPOHHOE U3JIOKEHHE MaTepuajna; JEMOHCTPUpPYEeT CBOOOAHOE MpPUMEHEHHE
TEOPETUYECKUX 3HAHUM MPHU aHAN3€ MPAKTHUECKUX BOMPOCOB;
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- 3aYTEHO C OIICHKOM «XOpOIIO» BBICTABISAETCA OOydaroleMycsl B cllydae COOTIONEHUS TeX XKe
TpeOOBaHUM, HO HAJMYUU B OTBETE OOYYAIOLIErocs MO HEKOTOPHIM MEPEUUCICHHBIM MOKa3aTesimM
HEJOCTAaTKOB MNPUHLHUIHUATLHOTO XapaKTepa, 4YTO BbI3BIBACT 3aMEYaHHMsI WJIM IONPaBKU
MIperoiaBaTeis;

- 3a4TEHO C OILICHKOH «yIOBJIETBOPUTEIHLHO)» BBICTABISETCS 00ydaromeMycs B ciiydae COOMIOAeHUS
TeX e TpeOOBaHUM, HO B CiIydyae HaJWYMsl B OTBETE OIIMOOK, HEOOXOJUMOCTH CYIECTBEHHOM
MOMOIIM B BH/JIE TIONIPABOK M HaBOJASAIIUX BOIIPOCOB MPEIoaBaTels;

- HE 3a4TEHO («HE YIOBJIETBOPHUTEIBHO») — OOYJAIOIIUICS HE CMOT OTBETUTH Ha 2/3 BOIPOCOB; HE
CIPAaBWJICS C MPAKTUYECKUM 3aJaHUEM WIIH BBIITOJIHEHO MeHee 50 % MpakTU4eCKUX 3aJaHuu.

7. OnleHOYHbIE MATEePUAJIbI TEKYLIEr0 KOHTPOJIA

Pa3zoen 3. Obecneuenusn unpopmayuoHHol 0€30NACHOCMU KOMRbIOMEPHBIX CUCHEM
Konmponupyemwie H/IK: OIIK-1.1 OIIK-1.2 OIIK-1.3

Tema 3.1. Memoowl u cpeocmea obecneuenus UHGOPMAYUOHHOU OE30NACHOCU KOMNbIOMEPHBIX
cucmem

dopma KOHTPOJIs1/0LIEHOYHOE CPEeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. OcHOBHBIE PUHIMITBI HH()OPMAIIMOHHOHN 0€301MacHOCTH:

1) KonduneHnanbHOCTD, 11EI0CTHOCTD, TI0CTYITHOCTh
2) KonduneHumnanbHOCTh, ayTCHTUYHOCTD, JOCTYITHOCTh
3) KonduneHnuanbHOCTD, 1IEI0CTHOCTD, AKTYaTbHOCTh
4) IlenocTHOCTD, JOCTYITHOCTD, OTKa30yCTOMYMBOCTh
2. Yto sSBIAETCS OCHOBHOM II€JIBIO0 ATAKU THUIA COI[MAJIbHON UHXKEHEPUH?

1) OO6xom TeXHHYECKHX CpPEICTB 3aIluThl (OpaHAMay’poB, AHTUBUPYCOB) IIyTEM B3JioMa
ysizBumocteit 110.

2) MaHumnyasys JIOIbMU C IIeTbI0 MOTY4YeHUs1 KOH(DUICHINATbHON HH(OpMAIIMK UIH COBEPIICHUS
ONPENEIICHHBIX ICUCTBUMN.

3) 3apaxxeHne KOMIIbIOTEpOB BpeoHOCHBIM 10O uepes ysa3BUMOCTH B ONIEPALIMOHHON CUCTEME.

4) Kpaxka ¢usnueckux HocuTese nHpopManuu (KECTKUX TUCKOB, (IeleK).

3. Kak Ha3bIBaeTCs TEXHHMKA COLMAIBHON WMHXKXEHEPUH, MPU KOTOPOM 3JIOYMBIIIIIEHHUK
3apaHee MPHUIYMbIBAET MPaBIONOAOOHBIA ClieHapuil (JIereHay) AJisi YCTAHOBJIEHHUS JOBEepUs H
nosyueHus: nHpopmaruu?

1) @ummnr (Phishing)
2) KBu mpo kBu (Quid pro quo)
3) IIperekctunr (Pretexting)
4) baiitunr (Baiting)
4. Yro o3navaet npuHUHUI "LlenocTHOCTE" B KOHTEKCTE MHPOPMAITMOHHON 6e301acHOCTH?
1) OGecnieuenue Toro, YTo HHMHOPMAITUSI JOCTYITHA TOJIBKO TEM, KTO UMEET Ha ATO MPaBo.
2) OO6ecrneuernre TOro, 4YTto HH(POpPMAIUsA SBISETCSA TOYHOW, TOJHOM U 3aIIWIICHHOW OT
HECAaHKIIMOHUPOBAHHOTO WJIH CIy4YaltHOTO U3MEHEHUSI.
3) OGecmnieueHue TOro, 4to MHGOpPMAIMS U CUCTEMBI JOCTYIHBI aBTOPU30BAHHBIM IOJIH30BATEISIM,
KOTIIa 3TO HEOOXOAMMO.
4) 3ammra uHbOpMAIMM OT HMCKa)KEHUS WM IMOTEpU MpH Mepenade MO KaHajaMm CBS3M H3-3a
TEXHUYECKHUX TTOMEX.

5. Kakasi araka HampaBieHa Ha HapylUIeHHE NPUHIMIA JOCTYMHOCTH IyTeM IMeperpysKku
1IEJIEBOTO pecypca (cepBepa, CETH) OTPOMHBIM KOJIMYECTBOM 3aIllPOCOB, JAeJasi €ro HeAOCTYIHbBIM IS
JIETUTUMHBIX ITOJIb30BaTeen?

1) @ummnr (Phishing)

2) Buenpenne SQL-xoma (SQL Injection)

3) Otka3s B obcmyxuBanuu (DoS / DDoS araka)

4) Yenosek nocepeanne (Man-in-the-Middle, MitM)
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Tema 3.2. Mexanuszmbl 3auumul uH@GopmMayuu 6 agMomMamu3upoSaHHbIX CUCIEMAX

dopma KOHTPOJIs/0LIEHOYHOE CPeICcTBO: TecTupoBaHue

Bomnpocsi/3ananus:

1. Yto w3 mepedyucieHHOro Haubojee TOUYHO ompenenser MnoHsTue "Yrpoza" B

MH(POPMALIMOHHOM Oe30macHOCTH?
1) Konkpernasi ciiabocTh WJIM HEJOCTATOK B CHCTEME, MPOLEAYPE WM KOHTPOJIC, KOTOPBI MOXKET
OBITH UCIIOIH30BaH.
2) IorennuanpHasi MpUYMHA HACTYIUICHUS HEXKEIATEIILHOTO COOBITUS , KOTOPOE MOXKET HAHECTH
yiiepo cucTeMe WM OpraHu3aIi.
3) Texuuueckas araka, Takas Kak BUPYC MM (DUIITHHT.
4) ®aKkTUYEeCKH MPOU3OILE/IIee HapylIeHHe Oe30I1acCHOCTH, MOBIEKIIee yepo.

2. Kakoii BapmaHT Kiaccupukanuu yrpo3 HHGOPMAIMOHHONW OE€30MaCHOCTH SIBISICTCS
HaubOonee ¢yHIAMEHTAJIbHBIM M IIUPOKO HCIONb3YEeMbIM, YYUTBHIBAET HCTOYHUK U TMPUPOAY
MPOUCXOXKACHUS YTPO3bI?

1) Ilo oOBekTy araku: Yrpo3bl JaHHBIM, YIPO3bl MPOrPaMMHOMY OOECIEYEHHUIO, YIPO3BI
000pYI0BaHUIO, YTPO3bI KaHAJIaM CBSI3H.

2) [Ilo wucnoimp3yeMbIM CpEIACTBAM  arTakW: TMpOoTrpaMMHBIC, amnmapaTHble, (U3HYECKUE,
COLIMAJIbHO-TICUXOJIOTUYECKHE.

3) I1o MCTOYHMKY MPOUCXOXKACHHUS: BHYTPEHHHE U BHELIHHE; a TAKXKE TI0 MPHUPOJE: €CTECTBEHHBIE U
HCKYCCTBEHHBIE.

4) Tlo tuny Hapymaemoro npuHiuna Mb: yrpo3sl KOHOUACHIMATEHOCTH, YIPO3bl IETOCTHOCTH,
YTPO3bI TOCTYITHOCTH.

3. Kakoli merton aHamu3a yrpo3 HCIOJIb3YeT APEBOBHIHYIO CTPYKTYpy, rae "kopHeM"
SBIISIETCS KOHEYHAsl IIeNb 3JIOyMBINUICHHUKA (HApUMep, Kpaka JaHHBIX, OTKa3 CepBHCa), a
"BerBAMHU" W "NMUCTBAMHU" TNPEACTABISAIOTCA BCE BO3MOXKHBIE IyTH (CLIEHApUM, IIArW arakH,
HEOOXOIUMBIC YCIOBHUS) Uil JOCTIXKEHHMS OTOM WEeNH, TO3BOJSAS CHUCTEMAaTHUECKH OLEHHUTH
YSI3BUMOCTH M KOHTPMEPHI?

1) Ananu3 nepesa arak (Attack Tree Analysis)
2) Ouenka kputnanocTH ysa3Bumocteit (CVSS - Common Vulnerability Scoring System)
3) KauectBennsiii ananu3 puckoB (Qualitative Risk Assessment)
4) Llenouka ku6epyrpo3 (Cyber Kill Chain)
4. YTo U3 MEepEUUCICHHOTO SBISETCS KIIOUEBOM LENbIO XEIIMPOBAHUS?

1) OGecneuenne KOHPUACHITHATHFHOCTH JTAHHBIX MYyTEM UX UG POBAHHMS.

2) T'apanTupoBaHHE IEJIOCTHOCTH JaHHBIX MYTEM CO3JaHHS YHUKaJIbHOTrOo "oTmeuarka' (Xermia),
YyBCTBUTEIHHOTO K JIOOBIM U3MEHEHUSIM.

3) ObecnieueHre TOCTYIMTHOCTH JAHHBIX ITyTEM HX CKATHUS.

4) AyteHTrdUKaIK MOIH30BaTENCH ¢ MTOMOIIBIO TTapOJIs.

5. Kakoe wu3 mnepeuncieHHbIXx BpeaoHocHbix mporpamm [IPEMMYIIECTBEHHO
MpeIHa3HauYeHo JUIsl TaliHOro cOopa MHQpOpMalMKU O JEHCTBHUSX MOJb30BaTeNs (HaXKaTHsl KIIABHII,
MOCEIICHHbIE CAUTHI) U €€ Mepeaadyy 3JI0yMbILIUICHHUKY ?

1) Bupyc (Virus)

2) Yepssik (Worm)

3) Keiinorrep (Keylogger)
4) Pexnamuoe I10 (Adware)

Tema 3.3. @opmanvubie Mooenu 6€30nACHOCMU ABMOMAMUSUPOBAHHBIX CUCTIEM
dopma KOHTPOJIs1/0LIEHOYHOE CpeICcTBO: TecTupoBaHue
Bomnpocsi/3ananus:

1. Hpunuun "Haummensmux npusmiernil” (Principle of Least Privilege) B ympasnenun
JOCTYIIOM O3HAYaeT, YTo:

1) Bce nonp3oBareny AOJKHBI UMETh OAMHAKOBBIM YPOBEHb JOCTyIA K pecypcaM JUlsl YIPOLIEHUS
YIIPaBJICHUS.
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2) [Ilonmp3oBarenu JOMKHBI MOMy4daTh JOCTYN TOJBKO TOCTE TMPOXOXKICHHUS  CIOXKHOU
MHOTO()AKTOPHOU ayTCHTHU(UKAIIHH.
3) Ilomb3oBarensM U mpoHeccaM JOJKHBI IPEIOCTaBIATHCS TOJNBKO TE€ IpaBa JOCTyma
(mpuBMIIETHH), KOTOpPbIE aOCOIIOTHO HEOOXOAWMBI IS BBITIOJIHEHHS MX 3apaHee OIpeIesIeHHBIX
3ajau.
4) AIMHHHUCTPATOPHI JTOJKHBI UMETh TTOJIHBIN JOCTYIT KO BCEM CUCTEMaM 0e3 OTpaHuYeHUH.

2. UYrto w3 mepeuncieHHOro orHocurcs K Mepam ®HU3MYECKOM  6esomacHocTH
MH(POPMALMOHHBIX AKTUBOB?
1) YcraHoBKa 1 HacTpoiika MEKCETEBOTO YKpaHa (OpaHaMayspa).
2) Perynsipnoe oOHOBNeHHE aHTHBUpYCHOTO [10 Ha pabouymnx cTaHIUsX.
3) OOopymoBaHHe CEpBEPHBIX TIOMEMICHW CHUCTEMOW KOHTPOJS JIOCTYNa M  CHCTEMOM
BUICOHAOIIONCHUSI.
4) Ucnonb3zoBanue nporokona HTTPS nns mudposanus tpaduka Bed-caiira.

3. UYTo sABNSETCS OCHOBHOM LIENBIO PETYJISIPHOTO CO3/1aHUSl PE3EPBHBIX KOMMHM KPUTHUECKHU
BA)KHBIX JIaHHBIX B KOHTEKCTE WH(POPMALIMOHHOM Ge30macHoCTH?
1) O6ecnieueHne KOHGUACHIIMATEHOCTH TAHHBIX.
2) IlpenotBparenue arak Tuna "Yenosek nocepenune” (MitM).
3) Ilonnepxkanue JOCTYIHOCTH JaHHBIX U BOBMOKHOCTH UX BOCCTAHOBJIEHMSI I10CJIE NHLUEHTOB.
4) I'apanTHpOBaHUE IETOCTHOCTHU JIaHHBIX B PEaIbHOM BPEMEHH.

4. Kakoli TMN aTaku NpEANONaracT BHEAPEHHUE 3JI0YMBIIIJIEHHUKOM BPEIOHOCHOTO KOJa B
JIOBEpEHHBIN BEO-CANT, C [ETbI0 BHIMOJIHEHUS YTOTO Kojia B Opay3epe, HU4ero He MOA03pPEBaIOIIETO
T0JIB30BATEIs IIPU MOCEIIEHUH 3TOTO canTa?

1) SQL-unbekmus (SQL Injection)

2) MexcartoBsiii ckpunTaHT (Cross-Site Scripting)
3) [Tonmena DNS (DNS Spoofing)

4) ®umunr (Phishing)

5. Kakoe moHsTHE OMHCHIBAECT MPOIECC BBISBICHUS, OLEHKA W TPUHATHS PEHICHUH O
00paboTKe PHUCKOB [UII MUHUMH3AIMA WX [OTCHIMAILHOTO HETaTHBHOTO BO3JCHCTBUS Ha
WHQPOPMAIIMOHHBIC aKTHUBBI OPTaHU3AIIH?

1) Ynpaenenue nnnuaeatamu (Incident Management)

2) Ayaut uadopmarmonHoi 6e3onacuoctH (Security Audit)

3) IIpoBenenwne nentectoB (Penetration Testing)

4) Ynpasnenue puckamu nHpopMarmonnoit 6esonacHoctu (Information Security Risk Management)

Tema 3.4. Ocobennocmu OUCKPEeYUOHHOU U MAHOAMHOU MOOelU Oe30nacHOCmU
dopma KOHTPOJIs1/0LIEHOYHOE CpeicTBO: TecTupoBaHue
Bomnpocsi/3ananus:
I. Yro wu3 mnepeuucnenHoro ssiasgercs KIIFOUEBBIM omimumeM acHMMMETPUYHOTO
mmdposanus (Hanpumep, RSA) ot cummerpuyHoro mudposanus (Hanpumep, AES)?
1) AcummerpuuHoe mudpoBaHue Beerna ObIcTpee CHMMETPUYHOTO.
2) AcummerpuuHOe HIM(POBAHUE HCHOIB3YETCS TONBKO Ui IU(POBaHHUS OONBIIMX OOBEMOB
TAHHBIX.
3) AcummerpuuHOe MU(POBAHKUE UCIIONB3YET Napy KIouel (OTKPBITHIM U 3aKPBITHIN), B TO BpeMs
KaK CUMMETPHUYHOE UCTIOIb3YeT OJMH OOIINIA CEKPETHBINA KITIOY.
4) CummerpudHOe mu@poBaHue He obecreunBaeT KOHPHUICHIIUATHHOCTb.
2. JInst 9ero B mepBYyIO ouepeab UCTIOIb3yeTCs IudpoBoi ceprudukar?
1) dnst mmmdpoBanus KOH(GUACHIUAIBHBIX JTaHHBIX IPU NIEpeaade Mo CETH.
2) Ins coxatus TaHHBIX Nepe nepeaadei.
3) Jns mpuBS3KH OTKPBITOTO KIIFOYAa K HICHTU()UKATOPY M IOATBEPKACHUS HMOMIUHHOCTH 3TOTO
COOTBETCTBUS JOBEPEHHOMN TPETHEN CTOPOHOM.
4) JInst 3aMEHBI apOJIbHON ayTEeHTU(UKAIINH.
3. Yro wu3 mepeuncnenHoro smiasercs ITPEMMYIIIECTBEHHOM muenbio cucTeMbl
obHapyxeHus Bropxenuit (Intrusion Detection System)?
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1) ABTOMaTHYEeCKMA MOHHMTOPHHI CETH WJIM CHCTEM Ha MpeAMET MPHU3HAKOB 3JIOHAMEPEHHOM
AKTUBHOCTH WJIM HApYILIEHUH MONIUTHUK 0€30IaCHOCTH U TeHEepalys OMOBELICHHI.

2) ABromaruyeckasi OJOKMpPOBKAa BBISIBJICHHBIX aTaKk B peajbHOM BpeMEHH Oe3 BMeIlaTesIbCTBa
YeJioBeKa.

3) 3ameHa MexceTeBOro 3KpaHa (Opanamay’pa) st GpribTpanuu Tpaduka.

4) llludpoBanue Bcero cereBoro Tpaduka.

4. Kakoll THIO MOJIUTHUKHU 6G3OHaCHOCTI/I OIMUCBIBACT IIpaBUJIa AJOIYCTUMOI'O HCIIOJIB30BaAHUA
KOPIOPATUBHBIX MH(OPMAIIMOHHBIX PECYpPCOB (MHTEPHETA, MOYTHI, KOMIIBIOTEPOB) COTPYIHUKAMH
opraHu3aluu?

1) [Monutuka knaccudukanuu ganHbix (Data Classification Policy)

2) IMonuTuka ynpasnenus noctynoM (Access Control Policy)

3) [Monmutuka gommyctumoro ucnoib3oBanus (Acceptable Use Policy)

4) TlonuTrka pe3epBHOTO KomupoBaHus U BocctanoBieHus (Backup and Recovery Policy)

5. Uro wu3 mnepeuncienHoro HAWMBOJIEE TouHo omnuchiBaeT KOHIENIUIO "3alluThl B
ryouny" (Defense in Depth)?
1) YcraHoBka caMoro JOpororo u COBpEMEHHOTO aHTUBUPYCa Ha BCE KOMITbIOTEPHI.
2) ®okycupoBKa BCEX YCHIINK OE30MTaCHOCTH Ha 3alUTEe TIEPUMETPA CETH.
3) Peanuzanus MHOXKECTBEHHBIX, Pa3HOPOAHBIX U MEPEKPHIBAIOLINXCS CJIOEB 3aLUTHI 7S CO3AAHUS
KOMITJIEKCHOW O€30MacHOCTH, TJ€ MPOPHIB OJHOTO CJOS HE BEIET K MOJTHONH KOMIPOMHTAIMH
CUCTEMBI.
4) TlomHOE OTKITIOYEHHUE BCEX CHUCTEM OT HHTEPHETA.

Tema 3.5. Memoovwl u kpumepuu oyenKu 3auuyeHHOCMU KOMNbIOMEPHLIX CUCTIEM
dopma KOHTPOJIs1/0LIEHOYHOE CPEeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:

1. Kakast araka HampaBjeHa Ha 3aXBaT ce€aHca ayTeHTHU(HUIUPOBAHHOTO MOJIH30BATENS IIyTEM
noxuieHus (Qaiinaa cookie ceccuM MM TOKEHA, YTO MO3BOJISAET 3JIOYMBIIUICHHUKY JI€HCTBOBAaTh OT
MMEHH KePTBHI 0€3 3HAHU €€ JIOTHHA U apos?

1) SQL-unrbekmus (SQL Injection)

2) Kpocc-caitroBas nomnenka 3amnpoca (Cross-Site Request Forgery - CSRF)
3) 3axgar ceccuu (Session Hijacking)

4) ®umunr (Phishing)

2. Kaxko#t xkpuntorpadpudecknii mnpumutuB Tapantupyer [IEJIOCTHOCTDL nanHBIX,
TeHEpUPYs YHUKAIBbHYIO "TU(POBYIO MOANKUCH" (PUKCUPOBAHHON JUTMHBI U3 MPOU3BOIHHOTO 00BEeMa
JAHHBIX, IPH 3TOM INpoLecc HeoOpaTum?

1) Cummerpuunoe mmdposanue (AES)
2) Xem-ynkuus (SHA-256, MDS5)

3) Acummerpuunoe mudponanue (RSA)
4) Hudposas nmoamuck (L)

3. Kakoii meron ayTeHTH(HKALMK CUUTAEeTCs HauOojee HAACKHBIM IS 3aAIIUTHl OT
KOMITPOMETAIIMH YUETHBIX 3alUCEN N3-3a YKPaJECHHBIX apoJieii?

1) Ucnionb3oBanue ciaoxHbIX naposei (12+ cuMBoJIOB)
2) Perynapnas cmena naposeit (kaxasie 90 nHeit)
3) Muoro¢akropHas ayrentupukarms (MFA)
4) Wcnionp30BaHUEe €IMHOTO MAPOJIS I BCEX CIIYKEOHBIX CHCTEM

4. Yro sBnsieTcs MIaBHOM Lienbo 3Tana "OleHka puckoB" B MpOLECCE yIPaBIEHUS pUCKAMU
MH(POPMALMOHHOM 6e30macHOCTH?

1) Yerpanenue Bcex 0OHapy>KEHHBIX YS3BUMOCTEH

2) Wnentudukanus akTHBOB, Yrpo3 U YSI3BUMOCTEH, OIEHKAa BEPOATHOCTH U IOCIJIEACTBUI
peanusaiuu yrpo3 Ajs ONpeneacHus] YpOBHs pUCKa

3) IlpuoGpeTreHne CTPaxOBKU OT KUOCPUHITHICHTOB

4) Ha3znaueHne OTBETCTBEHHBIX 3a 0€30MaCHOCTh KaXKI0TO aKTHBa
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5. Kaxoil ceTeBoif CerMEHT CIeUUalbHO MPEIHA3HAYEH JJIs pa3MelIeHHs OOIIEeIOCTYITHBIX
cepBUCOB (BeO-cepBep, MOYTOBBIN CEpBEP), U3OTUPYS UX OT BHYTPEHHEH CeTH U BhICTyMas OydepHoii
30HON?

1) JlokanpHas cets (LAN)

2) becnipoBognas cetb (WLAN)

3) Bupryanbnas gactHas cetb (VPN)
4) lemunurapusoBanHas 30Ha (DMZ)

Tema 3.7. 3awuma ungopmayuu, obpabamvieaemol 6 a8MoMAMU3UPOBAHHBIX CUCMEMAX OMm
MeXHU4ecKUx pazeedox

dopma KOHTPOJIs/0LIEHOYHOE CPeICcTBO: TecTupoBaHue
Bomnpocwi/3ananus:
1. Kakoil tun araka, Bxomsaumuii B OWASP Top 10, mo3BosisseT BHEAPATh W BBIIOJIHUTH

IIPOU3BOJIbHBIN KOJ Ha CEPBEPE WIIM MOJYyUNTh HECAHKLIMOHUPOBAHHBIN JOCTYII K JTaHHBIM?
1) MexcaiiToBslit ckpunTHHT (XSS)
2) Buenpenue (Injection)
3) HeGe3onacHas necepuanusanus
4) Tlognenka mexxcaiToBbix 3anpocoB (CSRF)

2. Kakoe mpaBmiI0O pe3epBHOTO KONMUPOBAHUS CYUTAETCS MHUHUMAJIBHO JOCTAaTOYHBIM JUIS
3alIUThl OT NOTEPU JAHHBIX B pe3ynbTare cOosi 000pynOBaHUS, MPOTPAMMHOM OMIMOKM WIIM aTaku
mudposanbiuka (ransomware)?

1) ExxenHeBHOE KOTMpOBAaHWE HA BHEUTHUHN JUCK
2) KonmupoBanue Ha JIeHTY (tape) pa3 B HEJCIIO
3) [IpaBuso 3-2-1: 3 koMU JaHHBIX, 2 Pa3HBIX HOCUTEIS, | KOMHsI Ha y/IaJIEHHOM HOCHTEIIe
4) UcnonwszoBanue RAID-maccuBa
3. Kakoit Tun mmdpoBanus ucnonb3yer OJMH wimrou, kak mans mudpoBaHus, TaKk U IS
pactudpoBaHus HHGOPMALTIH?
1) Cummerpuunoe mudposanue (AES, DES, 3DES)
2) Acummetpuunoe mudposanue (RSA, ECC)
3) XemmpoBanue (SHA-256)
4) ludposas moanuce (DSA)
4. Kakas wmepa ¢usnueckoit OezomacHoctn HAMBOJIEE »>¢dexktuBHO mpemoTBparmiact
HECAHKIIMOHUPOBAHHBIN OCTYII B CEPBEPHOE NMOMEIICHUE?
1) Tabnuuka "IlocTopoHHUM BXO1 BOcTpenieH"
2) 3aMOK ¢ KJIFOYOM Ha JIBEpH
3) Cucrema xontpois npocryna (CKVY]l) ¢ wucnonb30BaHMEM HWISHTU(DHKAIMOHHBIX KapT |
MOCTOSTHHBIM MOHUTOPHUHIOM.
4) YcraHOoBKa KaMepbl HAOIOIEHUS HAJl ABEPHIO
5. Uro sBstercst [IEPBOM kimoueBoit Bhasoii yrpaBieHuHs: HHIHACHTaME HHMOPMAILIHOHHOI
6e30macHOCTH?
1) Ycrpanenue (cnepKuBaHUE W JTUKBHUIAIMS YTPO3BI)
2) BoccranoBieHue (BO3Bpar CUCTEM B pabouee COCTOSTHHE)
3) [MoaroroBka (pa3paboTka MjiaHa, Ha3HAYCHUE POJICH, CO3/JTaHUE UHCTPYMEHTOB)
4) TTocTHHIIMICHTHBIN aHATU3 (M3BJICYCHUE YPOKOB)

8. OueHo4YHBIC MaTepHAJIbI IPOMEKYTOYHOM aTTeCTALMHA

1 cemecmp, Jx3amen
Konmponupyemwie H/IK: OIIK-1.1 OIIK-1.2 OIIK-1.3
Bomnpocrei/3ananus:
1. [TonsTre HanmoHANBHOM Oe3onacHocTH Poccwuiickoit deneparuu.
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2. HannonanbHbie nHTEpPECH PD U cTparernyeckrue HallmOHaJIbHbIEC IPUOPUTETHI.

3. Pons muboOpmarmonHol 0Oe30MacHOCTH B 00€CTEeUeHWH HAIMOHAJIBHON 0€30MacHOCTH
roCyapcTBa.

4. OcCHOBHBIE COCTAaBIISIOIIME HAIMOHAIBHBIX HHTEpecoB Poccuiickoit @Penepauuu B
MHPOPMALMOHHOM cdepe.

5. [Nonsatue nadopmarmonHoit 6e3onacuHoctu Poccutickoit deneparun.
6. HTEepechl TMUHOCTH 00IIIeCTBa M TOCYIapcTBa B MH(POpMAITMOHHOM cdepe.
7. Buasl yrpo3 undopmarmonHoi 6ezonacuoctu Poccutickoit deneparun.

8. BHenmHue u BHyTpeHHUE UCTOYHUKH yrpo3 HHGOpMaMoHHON Oe3omacHocTr Poccutickoit
denepanuu.

9. Metonbl obecnieueHuss HTHPOpPMAIIMOHHOM Oe3omacHocTH Poccuiickoii Deneparium.
10. McTouHnKM NOHATHH B 001acTH HH(GOPMAIIMOHHOM 0€30MacHOCTH.

11. OcHOBHBIE IOHATHS HH(OPMALIMOHHOM 0€30MacHOCTH.

12. O61memMeTo10I0rHueCcKUe MPUHIIUITBI TEOPUH HH(POPMALIMOHHOM 6e30MacHOCTH.
13. [loHsiTHE M CYITHOCTH 3aAIIUIIIAEMON HHPOPMALIUH.

14. TlpaBa u o6s13aHHOCTH 00TaAaTENsT HH(DOPMAITUH.

15. Bunel 3amuiaemMoii nuapopmanuu.

16. Ilepedyenp cBeneHN KOH(PUICHINATBHOTO XapaKTepa.

17. TloHsATHE UHTEIIEKTYaJIbHOW COOCTBEHHOCTH U OCOOCHHOCTH €€ 3aIlUTHI.

18. [lonsiTue yrpo3sl HHPOPMALTMOHHOW OE30MTaCHOCTH.

19. dakTop, BO3ACHCTBYIONIHIA Ha 3aluIaeMyto HHPpopMaiuio. TUIBI ecTa0In3uPYIOMINUX
(baxTopoB.

20. Knaccudukanus u BUabl yrpo3 HHGOPMAIIMOHHON 0€301TaCHOCTH.
21. I[IporokonupoBaHHe U ayAUT KaK CEPBUCH OE30TTaCHOCTH.

22. Kpunrorpadudaeckue cepBUCH 0€30TaCHOCTH.

23. DKpaHUPOBAaHHUE KaK CEPBUC OE30MACHOCTH.

24. AHanu3 3anIMIIEHHOCTH KaK CepBUC OE30MaCHOCTH.
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25. YpaBieHue Kak cepBHUC 0€30MMaCHOCTH.

26. Haznauenue hopmanbHbIx Mojeneit 6e3omacHocTH. [TonuTrka 6€30macHOCTH.
27. NuckpennoHHas Mozens 6e3onacHocT. Moaenb Xappucona-Py330-VYibemana.
28. MannatHas moniens 6e3onacHocTH. Monens benna-JIallamymbr.

29. dopMasnibHbIE MOJEIHU LETOCTHOCTH.

30. I[ToHsiTHE POJIEBOTO YNPABICHUS JOCTYIIOM.

31. Mogenu, cTpaTeruu ¥ CUCTEMBI o0ecriedeHust HH()OPMAITMOHHON O€30MaCHOCTH.
32. Kputepuu 6€30mMacHOCTH KOMITBIOTEPHBIX cucTeM «OpaHKeBas KHATay.

33. O6mme kpuTepun 6€30MacCHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHH.

34. Kputepuu u knaccsl 3anuuieHHoctd CBT u AC. PykoBomsmue nokymeHTsl @CTOK
Poccum.

35. Cranpaptsl o ynpasieHuio HHPpopManoHHoii 6e3omacHoctsio ISO/IEC 27000.
36. Knmaccuduxanusi 1 BO3MOKHOCTH TEXHHUYECKHUX Pa3BEIOK.
37. KomnbroTepHas pa3Bezka.

38. TexHuueckue KaHaJIbl YTEUKH MH(OpMAIMM MPHU IKCIUTyaTallMd aBTOMATHU3UPOBAHHBIX
CUCTEM.

39. DnexkTpoMarHuTHOE BO3JeHCTBHE U A(D(PEKTHI €T0 BO3ICHCTBHUS.

40. 3amuTa aBTOMAaTU3MPOBAHHBIX CHUCTEM M CPEACTB BBIYUCIUTEIBHOM TEXHUKH OT
BHEIITHETO AIEKTPOMAarHUTHOTO BO3/ICUCTBHUS.

9. MaTepuaibHO-TeXHHUYECKOE H Y4eOHO-MeTOAUYeCKoe odecneyeHue QU CIUTIIUHbI
9.1. IlepeyeHb OCHOBHOM M JONOJHHUTEIbHON Y4eOHOH JTUTEPaTypPbI

OcnosHas tumepamypa

1. HecrepoB C. A. OcHOBBI HHPOPMALMOHHOM 0€30MaCHOCTH: YUeOHHK Ui By30B: YUYEOHUK JUIS
By3oB / C. A. HectepoB. - 3-e um3a., crep. - Cankr-IlerepOypr: Jlamp, 2024. - 324 c. -
978-5-507-49077-6. - Tekcr: osnekrponnblii. // W3pmarensctBo Jlaww: [caiit]. - URL:
https://e.lanbook.com/img/cover/book/370967.jpg (mara oOpamenus: 16.03.2025). - Pexum
JAOCTYyIa: 1O TOJITHCKE

Jlononnumenvuas rumepamypa
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1. bammer 1. H. MadopmanmonHas 6e3omacHOCTh  3ammTa uHbopManuu: yueOHoe mocodue:
yuebnoe nocobue / I1. H. bamsl, A. B. ba6am, E. K. bapanosa. - MadopmarmonHast 6€30macHOCTb
u 3ammra uHpopMmanuu - Mocksa: EBpasmiickmii OTKpeITHIH wuHCTHTYT, 2012, - 311 c. -
978-5-374-00301-7. -  Tekcr: onekrponnwni. // IPR  SMART: [caiit]. - URL:
https://www.iprbookshop.ru/10677.html (mata obpamenus: 16.03.2025). - Pexxum goctyma: 1o
MOATHCKE

9.2. IIpodeccuonasibHbie 0a3bl JaHHBIX U pecypcbl «AHTepHET», K KOTOPBIM 00eceYnBaeTcst
AOCTYI 00y4aKOUIUXCS

Ipogpeccuonanvuvie 6azvl OaHHbIX
1. https://student2.consultant.ru/cgi/online.cgi - [IpaBoBoii Cepep Koncynsrantllitoc

Pecypcol « Unmeprem»
1. https://znanium.ru/ - 1eKTpOHHO-OMOIMOTEUHAs cucTeMa ""Znanium"
2. https://intuit.ru/ - DnexTpoHHas odpa3oBarenbHas cpeaa "MHTYUT"
3. https://www.elibrary.ru/ - HOb eLIBRARY
4. https://rusneb.ru/ - HattmonaneHas anexkrponHas oubmuorexa (HOB)
5. https://e.lanbook.com/ - DnexrponHas 6ubnmoreyHas cucrema "Jlanp"

9.3. [IporpammHoe obecnieyeHre U HHPOPMAITMOHHO-CIIPABOYHbIE CHCTEMbI, HCIOJIb3yeMble
NPH OCyleCTBJIEHUH 00pPa30BaTeIbHOIO Npouecca no JUCIUIIUHE

Iepeuenv npoepammmozo obecneyenust
(0OHOGICHIUE NPOUZBOOUMCSE NO Mepe NOSBILCHUSL HOBbIX 8ePCULL NPO2PAMMBbL)
1. Microsoft Office;

Ilepeuensb uHGOPMAYUOHHO-CRPABOUHBIX CUCTEM
(0OHOBIEHUE BBINOTHAEMCA eAHCEHEOETbHO)

He ucnonb3yercs.

9.4. O0opynoBaHue M TEXHUYECKHE CPeACTBA 00yUeHUs

KoMnproTepHslii Ki1acce
MapxkepHas gocka - 0 mr.
MoH00610K - 64 mT.
[Ipoexrop - 4 mir.

10. MeTonnuyeckue yKa3aHusi 10 OCBOEHMI0 TUCHHMILIMHBI (MOTYJIs1)

C wenpo yCHemHoro OCBOGHUS JAHHOTO MpeIMeTa CTyACHTY He0OXOAUMO BBIMTOIHATH TOMAIIIHHE
paboThI O YKa3aHHBIM IPETONaBaTeIsIM TeMaM U MPEICTABICHHBIM Ha 3aHATUAX Marepuaiam. [[ns
Ooylee  YCHEIIHOTO  BBINOJHEHUS  pabOTBl  CTYAEHTY  TNpEAjaracTcss  HCIOJIb30BaHHUE
yueOHO-METOANYECKUX MaTepHuajoB, COOTBETCTBYIOIINX YKa3aHHOH TeMe.

CamocrosTenbHas paboTa CTYIEHTOB OIMCHIBACTCS U PETYIUPYETCS:

- MeroaudyeckumMu peKOMEHAALUAMU 110 JUCLIUILINHE;

- MCTOI[I/I‘-ICCKI/IMI/I peKOMeHI[aI_[I/IHMI/I 10 0pFaHI/I3aI_[I/II/I CaMOCTOfITeJ’IBHOﬁ paGOTBI CTYI[CHTOB
MUNTAUK;

Onucanue 603modxcrnocmeit uzyuenusn oucyuniaunsl auyamu ¢ OB3 u uneanuoamu

HpI/I HCOGXOI[I/IMOCTI/I 06y‘-I€HI/IH CTYACHTOB-UHBAJIMAOB U JIUI] C OTPaHNYCHHBIMH BO3MOXHOCTAIMU
340POBb AyAUTOPHBIC 3aHATHUA MOTYT OBITH 3aMEHEHBI WU AOIMOJHCHBI U3YUCHUCM
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MOJTHOTEKCTOBBIX  JIEKIUMW, TMpPEe3eHTalluid, BHAECO- M ayguoOMarepuaioB B  AJIECKTPOHHOU
nHpopmarmonHo-oopazoBarensHoii cpene (DUMOC) yuuBepcutera. MHIMBUAYaTbHBIC 3aJaHUS
MoAOUpPAIOTCS B aallTUPOBAHHBIX K OTPaHUYEHUSIM 310pOBbs (hopMax (MUCBMEHHO WM YCTHO, B
dbopme mipeseHTarnuii). BeiOop MeTo0B 00ydYeHUSI 3aBUCHT OT WX JOCTYIMHOCTH JUIsl MHBAIUIIOB M
JIUI] C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMU 3710POBbSI.

PaGouas mporpamma AMCHMIUIMHBI Ui WUHBAJIUAOB U JIUI C OFPAaHUYCHHBIMU BO3MOYKHOCTSIMH
30pOBBS pa3zpadaThIBaeTCs HHANBUAYAIBHO C YUETOM OCOOCHHOCTEH MCUX0()HU3NUECKOTO pa3BUTHS,
WHAUBUAYATbHBIX BOBMOKHOCTEH U COCTOSHUS 30POBbS TAKUX 00YUYaIOLTUXCS.
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